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Windows Defender

Windows Defender adalah perangkat lunak yang berfungsi memberikan perlindungan dari
malware. Sejak Windows 8, Windows Defender merupakan bagian dari sistem operasi (pre-
installed). Perangkat lunak ini berfungsi mengidentifikasi dan menghapus virus, spyware,
serta perangkat lunak berbahaya lainnya (malware).

Berikut ini penjelasan tentang aktifasi Windows Defender pada Windows 8, 8.1 dan 10

Windows Defender versi Windows 8, 8.1 dan 10

Pada Windows 8 hingga terbaru, Anda hanya perlu mengaktifkan Windows Defender tanpa
perlu install karena sudah menjadi bagian sistem operasi. Berikut ini langkah mengaktifkan
Windows Defender.

1. Berikut ini adalah tanda bahwa Windows Defender sedang aktif, yaitu tanda perisai putih
dan apabila tetikus diarahkan ke icon tersebut akan muncul pesan PC status: Protected

How do you know it’s running?

In the lower-right corner of the desktop, select the
Show hidden icons /™, and then hover over the
Windows Defender W icon. You'll see a message
that says PC status: Protected.

436 PM

Tuesday 53
7/5/2016

Gambar 1 Tanda Windows Defender Aktif

2. Berikut ini cara untuk membuka Windows Defender, yaitu dengan ketik “Defender” di kotak
pencarian lalu pilih “Windows Defender”

Search

Petualangan Solitaire...
Simple FreeCell

Gambar 2 Mencari Windows Defender



3. Berikut ini tampilan awal Windows Defender yang telah aktif. Pastikan ada tulisan PC
Status: Protected di bagian atas dan tanda centang berwarna putih dengan latar hijau.
Hal ini menandakan tidak ada masalah yang ditemukan oleh Windows Defender. Apabila
Windows Defender menemukan program yang berbahaya seperti virus atau fitur yang tidak
direkomendasikan seperti tidak aktifnya Real-time protection latar belakang tanda centang
akan berwarna kuning atau merah dan akan menampilkan pesan.

Anda dapat melakukan Scan untuk mencari virus, spyware atau malware dengan cara
klik Scan. Pastikan Real Time Protection bernilai On, hal ini berfungsi untuk melindungi
komputer dari perangkat lunak berbahaya secara real time.

Komputer
Terlindungi

Terakhir Scan
Komputer

<
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Windows Defender g =
PC status: Protected

- Your PC is being monitored and protected. Scan options:

- ~
- OFEull

(O Custom

@ Real-time protection: On
X . Scan now
@ Virus and spyware definitions: ~ Up to date

Scan details
Last scan: Today at 7:57 (Quick scan)

Gambar 3 Status Komputer Aman

4. Pengaturan standar Windows Defender terkait pembaruan database adalah otomatis.
Anda juga dapat melakukan pembaruan database secara manual dengan klik Update pada
tab Update.

il Windows Defender = (=)
PC status: Protected

Settings

Virus and spyware definitions: Up to date

Your virus and spyware definitions are automatically updated to help protect your PC.

Definitions created on: 09/04/2018 at 22:34
Definitions last updated: 10/04/2018 at 7231
Wirus definition version: 1.265.329.0
Spyware definition version:  1.265.329.0

Did you know?

Virus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC,
These definitions are updated automatically, but you can also click Update to get the latest versions whenever you want.

Gambar 4 Pilihan Update Database



5. Berikut ini tab History yang berisi data riwayat aksi Windows Defender atas temuan virus,
spyware dan malware. Pada tab ini anda dapat melihat program

k= Windows Defender - olEN|
PC status: Protected

© Help v
Program atau

temuan yang View the items that were detected as potentially harmful and the actions that you took on them:

(® Quarantined items
Items that were prevented from running but not removed from your PC.

[(:JAHowed tems ] N Setiap temuan yang
anda nilai tidak

berbahaya

Iterns that you've allowed to run on your PC.

() All detected items
lterns that were detected on your PC. berbahaya:

tercatat disini.

Info tentang
To help protect user privacy, these itemns are hidden, leh
Click View details to see the items. temuan ole

Windows

Defender

Gambar 5 Riwayat Temuan dan Aksi

6. Berikut ini pengaturan untuk mengaktifkan atau mematikan Windows Defender dengan
memberikan tanda centang pada pengaturan Turn on real-time protection
(recommended)

£ Windows Defender -8
PC status: Protected

Settings

Real-time protection alerts you whenever malicious or potentially unwanted softwar

Excluded file types attempts to install itself or run on your PC.

Excluded processes
Advanced

MAPS
Administrator

Real-time protection [

Excluded files and locations [+] Turn on real-time protection (recommended) ]
€

Gambar 6 Opsi Mematikan Perlindungan Real-time



7. Berikut ini pengaturan untuk mengecualikan file atau folder dari proses scan oleh Windows
Defender. Pengecualian ini dapat mempercepat proses scanning namun meningkatkan
kerentanan komputer anda terhadap serangn virus, malware atau spyware.

i Windows Defender = B

PC status: Protected

© Help »

Real-time rotectlon - ﬁluding certain files and locations can help speed up a scan, but may leave your computer
Excluded files and locations less protected.

Excluded file types To add multiple files or locations, use a semicelon to separate the entries in the text box,

Excluded processes el )
Advanced ile locations:

MAPS Browse

Administrator

Add

Remove

/

Gambar 7 Pengecualian Scan File atau Folder

8. Berikut ini pengaturan untuk mengecualikan tipe file tertentu dari proses scan oleh
Windows Defender. Pengecualian ini dapat mempercepat proses scanning namun
meningkatkan kerentanan komputer anda terhadap serangn virus, malware atau spyware.

EL Windows Defender = G

PC status: Protected

Real-time Protectlon X You can exclude specific file types from a scan. Excluding items can make scans faster, but
Excluded files and locations your PC might be less protected against the latest malware.

To exclude multiple file extensions, separate the items with a semicolen ().
Excluded processes
Advanced

MAPS
Administrator

File extensions:

File type Extension Remove

%

Gambar 8 Pengecualian Scan tipe File



9. Berikut ini pengaturan untuk mengecualikan proses tertentu dari proses scan oleh
Windows Defender. Pengecualian ini dapat mempercepat proses scanning namun
meningkatkan kerentanan komputer anda terhadap serangn virus, malware atau spyware.

10.

=

i Windows Defender = B

PC status: Protected

Settings

Real-time protection
P ﬁ can exclude specific processes that run on your PC from a scan. Excluding items can make

Excluded files and locations scans faster, but your PC might be less protected against the latest malware,
Excluded file types To exclude multiple processes, separate the items with a semicolon (). You should enly

Excluded processes exclude files with the extension .exe, .com, or .scr,

Advanced
Process names;

MAPS

Adrinistrator

Add

Remove

Gambar 9 Pengecualian Scan Proses Tertentu

Berikut ini pengaturan tingkat lanjut untuk Windows Defender, seperti:

Scan file arsip

Scan removable drives seperti Flashdisk

Membuat titik restore sebelum menghapus, menjalankan atau karantina temuan dari
Windows Firewall.

Menghapus temuan dari Windows Defender yang telah dikarantina setelah beberapa
waktu, sesuai pengaturan.

Kirim hasil temuan ke Microsoft bila dibutuhkan Analisa lebih lanjut terkait temuan
Windows Defender untuk menentukan bahwa file tersebut berbahaya untuk komputer.

] Windows Defender ==
PC status: Protected

Real-time protection
Scan archive files

Excluded files and locations . .
Include any archive files, such as zip or .cab files,

Excluded file types

Excluded processes [15can removable drives

Include removable drives, such as USB flash drives, when running a full scan.
MAPS
Administrator [Create a system restore point

Create a system restore point before removing, running, or quarantining detected
items.

] Allow all users to view the full History results
Allow all users of this PC to see all detected items on the History tab. (This shows the
items that are usually hidden to protect user privacy.)

Remove guarantined files after:

‘Quarantined files remain disabled until you allow ther or remove them,

Send file samples autornatically when further analysis is required
Automatically send samples to help Microsoft determine whether certain detected

items are malicious. i a file i< likelv to contain nersonal infarmation von will he

% Save changes Cancel

Gambar 10 Pengaturan Lebih Lanjut



11. Berikut ini pengaturan untuk menggunakan Microsoft Active Protection Service
(MAPS) yang berfungsi untuk secara otomatis melaporkan malware atau perangkat lunak
berbahaya lainnya ke Microsoft. Anda dapat memilih untuk tidak mengaktifkan pengaturan
ini, mengirim informasi dasar atau informasi lengkap.

L Windows Defender = B

PC status: Protected

Real-ti tech
eal-time protection If you use the Microsoft Active Protection Service (MAPS) to automatically report malware

Excluded files and locations and other forms of potentially unwanted software to Microsoft, MAPS can provide better
Excluded file types protection for your PC,
Excluded processes

You can choose to send basic or additional information about detected software.
Advanced

Additicnal information helps Microsoft create new definitions and helps better protect

everyone who uses Microsoft security programs. If a MAPS report (either Basic or

Administrator Advanced) includes details about potentially unwanted software that this app may be able
to remove, MAPS will download the latest signature to address it.

(1 don't want to join MAPS
Ne information will be sent to Microsoft. You won't be alerted if unclassified software
is detected running on your PC,

(®) Basic membership
Send infermation to Microsoft about malware and petentially unwanted software
that has been detected on your PC, including infermation about where the software
came from (like URLs and partial paths), the actions taken to resolve the threat, and
whether the actions were successful.

() Advanced membership

In addition to basic information. more detailed information is sent to Microsoft about |

Gambar 11 Microsoft Active Protection Service

12. Pengaturan ini menentukan apakah Windows Defender akan memberikan notifikasi
ketika spyware atau perangkat lunak berbahaya lainnya mencoba untuk menjalankan
proses atau install sesuatu yang berbahaya di komputer.

£ Windows Defender = =

PC status: Protected

@ Help »

Real-time protection
7
Excluded files and locations [+ Turn on this app ]

Excluded file types ‘When this check box is selected, this app will alert all users if spyware or other potentially
Excluded processes _ unwanted software attempts to run or install itself on this PC.
Advanced

MAPS

Administrator

Gambar 12 Pengaturan Notifikasi



