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Panduan Instalasi Forticlient

1. Download tools Forticlient sesuai dengan sistem operasi yang
digunakan. Tool dapat di download pada website official fortinet :
https://www.forticlient.com/downloads

C | @ Aman| | https://www.forticlient.com/downloads

Free Downloads

.- ‘Windows 7 or higher supported

Select pada button download

Get FortiClient 5.6 for Windows . . .
— FortiClient for Windows

2 Get FortiClient 5.6 for Mac OSX

. Mac ©SX v10.8 Mountain Lion or higher

Get FortiClient for iOS

ios 105 2.0.00r higher

2 Get FortiClient for Android

Android 4.1or higher

Get FortiClient App for Windows

(
WM/ windows 10 and Windows Phone 10

- Get FortiClient for Chromebook

2. Melakukan Instalasi tools forticlient yang sudah di download.

& Antivirus

& SSLVPN

& Web Filiering

& IPSec VPN

& Application Firewal

& 2-Factor Authentication

& Technical Specification

& vuinerability Scan
& WAN Optimization
& On-net detecion for aute-VPN
& Rebranding
& Anti-Exploit

- Pilih file FortiClientOnlinelnstaller.exe untuk melakukan instalasi.

[+ ~ | FortiClient

Home Share View

« v A » ThisPC » Downloads » FortiClient

-

soc L MName

Date modified

@ Onelrive \59 FortiClientOnlinelnstaller.exe

16/02/201815.42

& This PC
- 3D Objects
[ Desktop
|if'| Documents
‘ Downloads
J‘! Music
= Pictures
m Videos
‘i Local Disk (C)
- Local Disk (D:)

¥ Metwork

Type

Application

v D

Size

22 KB

Search FortiClient


https://www.forticlient.com/downloads
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3. Setelah tools forticlient di klik akan muncul seperti ini :

FortiClient Installer

Stahuz

oo 51
|

Status

Unpacking downloaded image (2X] Cancal
I

biarkan forticlient installer melakukan donwloading image mencapai
100 % dan melakukan unpacking intalasi images secara otomatis.

4. Setelah forticlient melakukan unpacking dan instalasi image akan
muncul Welcom to Forticlient Setup. Check pada button Yes, | Have
read and accept. Klik next :

9 FortiClient Setup - X

Welcome to the FortiClient Setup Wizard

The Setup Wizard will nstall FortiCient on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

I

[“] ves, 1 have read and accept the | License Agreement E Cancel
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5. Pilih / Check hanya “Secure Remote Access” apabila hanya
membutuhkan Remote SsIVPN .

19 FortiCient Setup - X
Choose Setup Type amE
Choose the setup type that best suits your needs =.=

Security Fabric Agent
Endpont telemetry, host vulnerabiity scanning and remediation

[ Secure Remote Access
SSL and IPsec VPN

[[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

(] Additional Security Features

6. Klik next, atau bisa di ubah untuk destination folder instalasi
forticlient.
2 ForiClient Setup - X

Destination Folder MY .
Chick Next to nstall to the default folder or dick Change o choose another, =.=

Install FortChent to:

IC: Program Fles (x86) FortnetFor tCient)




7. Klik Install untuk melanjutkan instalasi, tunggu proses intalasi sampai
finish.
9 FortiChent Setup - X

Ready to install FortiClent

e
e

Click Install to begin the nstalation. Cick Back to review or change any of your
nstallation settings. Ciick Cancel to exit the wzard.

29 FortiChient Setup - X

Completed the FortiClient Setup Wizard

Cick the Finish button to exit the Setup Wizard.




KEMENTERIAN KEUANGAN

8. Setelah Intalasi selesai, Open tool forticlient seperti gambar di bawah :

3 FortiChient - X
‘Fah Help

Remote Access
Ll No VPN Connaces

:‘g\ﬁg re VPN

9. Selanjutnya Setting konfigurasi VPN,

- Klik pada menu “Remote Access”
13 FortChent - x
File Help

FortiClient Console S

E Remote Access

Vuneraoity Scan

Configure VPN
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- Klik pada Configure VPN

13 FortiChent —_ x
File Help

Sompiece

1
E Remote Access

Vuinerability Scan

™~ - T 1% |
Configure VPN

- Masukan Connection Name, Description sesuai kebutuhan

- Masukan Remote gateway : vpn.kemenkeu.go.id

File Help

E MNew VPN > L New VPN Connection

IPsecVPM |

Connection Name
|\r’PN Kemenkeu |

Description
|\r'PN Kemenkeu |

Hemote Gateway

|vpn.kemenkeu.gu.id | [] customize port 442

Authentication
® Prompt on login () Save lagin

[] Client Certificate

[ Do notWarn Invalid Server Certificate

+ | = Apply Close

- Klik Apply dan close
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10. Pada Menu Remote Access masukan username dan password (sesuai
akun pada active directory domain KEMENKEU) masukkan username
tanpa menggunakan “kemenkeu\”. Selanjutnya klik pada button
“Connect” untuk melakukan tunnel sslvpn:

File Help

FortiClient Console

CDFI"IDHEI"ICE
Mot Participating
L1 VPN Kemenkeu - |45k

@ AntiVirus
. Realtime Protection Dizabled

Pl Web Security
l'ij Web Security Enabled

| 2 hardinur |

| jp LI L.l L] |

Qﬂ Remote Access

No VPN Connected

Connect

11. Tampilan Komputer & FortiClient tools sudah dapat melakukan
tunneling melalui Sslvpn.

> C ® # ceisa.customs.go.id/SSOService/ e O | | Q Search ¥ N @

F

Customs & Excise Information System and Automation

Slgn In EEEVEILELE] & FortiClient
e

CEISA, Sistem
Usemame berbagai sub

dengan Tugas s
) FortiClient Console
INFORMASI AKS
Password
* Belum Punva Compliance

Silahkan laf Not Participating

kepegawaian " VPN Pusintek
+ Caraliendap Q‘f Sandbox Detection %7 oS

|
Sandbox Detection Dissbled st

AntiVirus
Realtime Protection Enabled . :
(£ Duration

%] Bytes Received

Web Security I& Bytes Sent

Web Security Enabled

Disconnect
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Beberapa Permasalahan yang mungkin terjadi:
1. Username dan password tidak sesuai.

i FortiClient

File Help

FortiClient Console o

Compliance
Mot Participating

Warning =

Unable to logen to the server. Your user name or password may not be
! configured properly for this connection. (-12
9 properly

Status: 80%

Disconnect

Solusi : masukkan username tanpa menggunakan “kemenkeu\”

2. Muncul TLS error seperti tampilan gambar di bawah:
i FortiClient —

File Help

FortiClient Console .

Ccmpliance
Mot Participating

Warning X @.

Failed to establish the VPN connection. This may be caused by a
mismatch in the TLS version, Please check the TLS version settings in
the Advanced of the Internet options. (-5029)

Status: 40%

— I o Disconnect
il Vulnerability Scan

287 Vulnerabilities Foun
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Solusi : Masuk ke settingan “Internet Options” enablekan TLS 1.0, 1.2

dan TLS 2.0.

=>» Tekan tombol “Windows+S” lalu ketik “Internet Option” kemudian
klik pada “Internet Options”.

O [i52] Filters ~
Best match
i I}‘ Internet Options

S

Control panel

Apps
—~ Internet Explorer

E Microsoft Edge

Search suggestions

L Internet - see
Settings (5+)
Store (2)

Documents (1+)

O Internet

=>» Masuk pada Tab “Advanced” cari ke bawah pada bagian TLS.

& Internet Properties

General Security Privacy Content Connections Programs Adwvanced

Settings

R cceerated oraphics ~
] Use software rendering instead of GPU rendering®

@ accessibility
[ Always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
[ Move system caret with focus/selection changes
[ rlay system sounds
[] Reset text size to medium for new windows and tabs
[ reset zoom level for new windows and tabs

“| Browsing

] Always record developer cansole messages
[ Close unused folders in History and Favorites™
Disable script debugging (Internet Explorer)

[ Disable script debuaging (Other) v
< >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Reset...

‘You should only use this if your browser is in an unusable state.

Cancel Apply
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Pastikan settingan TLS di “check”. Kemudian klik “Apply” dan klik
IIOK”

&Y Internet Properties ? >

General Security Privacy Content Connections Programs Advanced
Settings

[] Enable 64-bit processes for Enhanced Protected Mode™ &
Enable DOM Storage

[] Enable Enhanced Protected Mode®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

[] Enable SmartScreen Filter

D Cond Do Mok Teadle convacts to sites you visit in Internet E
[

] Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

=] Warn about certificate address mismatch™

] warn if changing between secure and not secure mode

[l warn if POST submittal is redirected to a zone that does n ¥

L4 >
*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Reset...

‘fou should only use this if your browser is in an unusable state.

Cancel Apply

3. Tidak dapat terkoneksi sama sekali ke vpn.kemenkeu.go.id

Test ping ke vpn.kemenkeu.go.id

Civ>
A
C:~>ping vpn.kemenkeu.go.id

Ping request could not find host vpn.kemenkeu.go.id. Please check the name and try again.
AN
Jika mendapat respon seperti di atas berarti DNS PC tidak mengenali

domain vpn.kemenkeu.go.id.

Solusi : pada command prompt ketik perintah : ipconfig /flushdns

ssripeconfig AF lushdns

Jindows IP Configuration




Cek nslookup pada PC hingga dapat IP seperti gambar berikut:

=s»nslookup vpn.kemenkeu.go.id
erver: UnKnown
ddress:= 202_.61.126.139

vpn .kemenkeu.go . id
202 .61.126.95
202 .137_238_187
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TAMPILAN WEB PORTAL SSL

Penggunaan akses melalui web portal hanya untuk akses http dan https. Akses
tunnel mode harus menggunakan tools forticlient. Berikut perubahan tampilan

web portal VPN.

Semula:

@ telp

Layanan VPN KEMENKEU Ri

Tmelogedln sty bowrs) 21 minate(s), 31 secondis)) The Fortinet SSL-VPN Client plogin is not installed on your computer, is not up 1o date, or vour browser settings are blocking the
Rt Uomee!0tmas plugen from runming. The pl sred for th | mode function of the SSL-VPN Clieat
s installed, it runs under normal user privileges and
oy il
Typs: HTTPMHTTPS » Click here to download and install the plugin. After the installation, please restart your browser
Hast pusiniek kemenkeu go id

Menjadi:

- 00:00:32 0B+ OB+
SSL-VPN Portal Pusintek

Download FortiClient ~

Bookmarks

e

FTP patch Ransomware-WannaCrypt

= Quick Connection 4 New Bookmark

History
Mar 23,2018 2:20:52 PM 36.67.214.151 1 hour(s), 12 minutels) and 28 second(s) 0Bin/0Bout
Mar 23,2018 9:25:23 AM 119.252.168.214 4hour(s), 55 minute(s) and 31 second(s) 23.17 kBin/808.02 kB out
Mar 23,2018 1:01:55 AM 118.136.146.25 1 minute(s) and 11 second(s) 0Bin/0Bout
118.136.146.25 0Bin/0Bout

Klik pada “Quick Connection” untuk mengakses web intranet.

Masukkan URL yang akan diakses. Klik “Launch” untuk membuka halaman

web.
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00:02:31 OB+ OB+

£ Quick Connection

>

HTTP/HTTPS FTP RDP S5H

SMB/CIFS VNC Telnet
Citrix Port Forward
Ping

URL ‘ pusTntek.kemenkeu.go.id|
S50 Credentials (B

Launch Cancel




